








BeBanjo Infrastructure and Security Overview

Performance and availability of the BeBanjo 

applications are backed by a Service Level 

Agreement (SLA). The SLA defines measurable 

targets, reporting mechanisms, and service credits 

due by BeBanjo, should the targets not be met.

Service levels

AWS ensures physical security of the data centres 

where the BeBanjo applications live. AWS has 

completed multiple SAS70 Type II audits. They 

publish a Service Organization Controls 1 (SOC 1) 

report, under both the SSAE 16 and the ISAE 3402 

professional standards. In addition, they have 

achieved ISO 27001 certification.

The data centres use state-of-the art electronic 

surveillance, are staffed 24x7 by trained security 

guards, and access is authorised strictly on a least 

privileged basis.

Physical security

All communication with BeBanjo servers is 

encrypted using HTTPS. This applies to 

communication with both end-user browsers and 

with external systems integrated through the 

BeBanjo APIs. Any attempt to connect over plain 

HTTP is automatically redirected to a secure HTTPS 

connection.  Connections use TLS 1.2 and the 

AES_256_CBC 256-bit encryption algorithm, with 

SHA1 for message authentication and RSA as the 

key exchange mechanism. 

Your credentials and data are never transmitted in 

the clear over the public Internet.

All user passwords and system passwords are 

encrypted and stored as one-way hashes that 

cannot be decrypted, not even by BeBanjo.

Encryption

Our technology stacks favours open-source components, and includes the following:

Technology

Ubuntu Linux

Apache

Phusion Passenger

HAProxy

Ruby on Rails

MySQL

Elasticsearch

Kibana

Memcached

Sidekiq

Redis

eloRtnenopmoC

Operating system

Web server

Apache module for deploying Ruby apps 

High availability load balancer and proxy server

Web application framework

Database tier

Search / indexing engine

Data visualization interface

In-memory cache

Background processing for Ruby

In-memory database

jQuery

Vue.js

Core Javascript library

JavaScript framework for building user interfaces
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Infrastructure-level
security

The BeBanjo applications live behind firewalls 

configured to only allow traffic through authorised 

ports: notably port 443 for HTTPS, and port 80 for 

redirection to a secure HTTPS connection.

Connection to the servers for administration 

purposes is authenticated using RSA keys, that 

provide security superior to password 

authentication.

Application-level security

Our development process has security at its heart. 

We code against application-level vulnerabilities 

such as SQL injections, by using:

• An automated test suite running on our 

   Continuous Integration (CI) service, based on 

   Buildkite and hosted on Google Cloud, being 

   isolated from our application infrastructure.

In addition, any code change made by a developer is 

independently checked for quality and security, by 

another developer, prior to release.

Our automated test suite constantly validates 

correct segregation of customer data. Whenever a 

change is made to any of the BeBanjo applications, 

and before any deployment can be envisaged, the 

automated test suite running on our Continuous 

Integration (CI) server checks for data segregation. 

It automatically validates that users  (e.g., a 

scheduler at Channel 5) can only access the data 

they are entitled to (i.e., the Channel 5 schedules), 

and nothing else.

Data segregation

Third-party
security audits

Some of our enterprise customers (e.g., Channel 5, 

British Telecom) have stringent internal security 

processes. Before selecting our products they carried 

out due diligence of our security standards, some-

times using third-party tools or partners (e.g., IBM 

Rational AppScan). We are always looking for ways 

to improve our solution, and we welcome a fresh 

pair of eyes on our security practices.

We constantly monitor independent security lists to 

be alerted of new vulnerabilities identified by the 

development community. Upon discovery of a new 

vulnerability that might affect our applications, we 

immediately deploy the relevant patch. Thanks to 

our redundant hosting infrastructure with no single 

point of failure, such emergency maintenance can 

usually be carried out without any interruption to 

the service. Centralised hosting of BeBanjo applica-

tions on a single - yet resilient - infrastructure 

means we can easily keep the platform up-to-date, 

and very rapidly close any newly found vulnerability.

Security monitoring
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• A modern web development framework (i.e., 

   Ruby on Rails) constantly updated by the 

   community. The solution uses cacheing and 

   realtime technology (e.g., Memcached, Pusher) 

   to maximise performance.



www.bebanjo.com

About BeBanjo
We are an agile company of talented developers, designers and Video 

On-Demand specialists and we like to take good care of our customers; that is 

why we focus on making easy to use, easy to learn, collaborative tools that our 

users love. We make Video On-Demand operations easier, faster, better, so that 

our customers are free to concentrate on really running their Video On-Demand 

business. A wide range of companies successfully operating in the on-demand 

space already trust us. BeBanjo was founded in 2008 and is part of Arkena.


